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DHS Research Needs
Infrastructure Protection:
Analytically quantify disruptions  across critical 
infrastructure sectors 
understanding of failure mechanisms  and protection 
measures for the most vital components

Cyber Security:
Improved capability to model the effects of cyber 
attacks and understanding of internet Topology 
Information system threat detection models and 
mitigation technologies

Center for Secure and Resilient Maritime Commerce:
Maritime Infrastructure Recovery - recommends 
procedures and standards for the recovery of the 
maritime infrastructure following attack or similar 
disruption.
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Key Research Questions 
What is Network Resilience? (Many Definitions)
-The word resilience has its origins in the Latin 
word “resiliere”, which can be understood as to 
“bounce back”. 

What does network Vulnerability describe? 
-From the latin vulnerare, which can be defined 
as open to attack or damage

What is the relationship Among Network 
Resilience, Vulnerability and “Protection/
Restoration” Approaches?

How are these concepts “quantified” in A network 
context
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Network Resilience 
Representation 

Clear Distinction among concepts of: 
Reliability, Survivability, Vulnerability and 
Restoration/Supportability
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Multi-State Reliability 
Analysis 
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P ϕ x( ) ≥ d( )

Network is 
used to 
describe some 
delivery 
function

Flow Reliability - Probability a required flow 
can be “transported” between two network 
nodes:

Delay Reliability - Probability two nodes can 
be transversed in a given time:
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Tuesday, November 22, 11



Reliability Analysis 

1"

2"

3"

4"

5"

6"

7"

8"

1"

2"

3"

4"

5"

6"

7"

8"1"

2"

3"

4"

5"

6"

7"

8"

Minimal 
Cut Set 

Identification

1"

2"

3"

4"

5"

6"

7"

8" 1"

2"

3"

4"

5"

6"

7"

8"
Minimal 
Path Set 

Identification

Simulation 
Machine Learning 

Bounds

Tuesday, November 22, 11



Current Network Analysis?

Transit Network City of 
Piacenza

Power Network for 
Venezuela (Simplified)

Reliability: Probability 
maximum delay time 
between every node pair 
is less than t

Reliability: Probability 
Power supply  satisfies 
end nodes requirements
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Limitations of Reliability 
Analysis 
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Only describes complete failure Events (Cut sets 
Hard to Obtain for large Networks)

Redundancy techniques are used to make the 
network “survivable” 

Component failures are intrinsic to the network 
and not due to harmful events (generally) 
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Network Vulnerability 

Network Topology
Service/Delivery Function (Coherent)
Disruptive Event (F(t0)>F(Td))
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Computational Issues in Analyzing 
Vulnerability 

1 Failure Event 

Computationally expensive to enumerate all 
failure events for Large Networks

Approximate:
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Current Research in Vulnerability 

!

!

-Identification of         

via Multi-objective Optimization
Pareto Front Construction

Open Research question:
Obtain All events that reduce flow by some given %
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V α( ){ }
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Current Research in Vulnerability 

Contest Between Attacker & Defender:
-Rational Players Maximize “Gains”:

Open Research:
Defense/Attack Intensity Function
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Network Vulnerability 

Network Vulnerability: Describes how the 
delivery function of a network is affected by 
external failure events
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Resilience Analysis 
Resilience: Describes how the delivery function 
of a network returns to “normalcy” after a 
vulnerable event
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Resilience Metrics 
-Time to Total Network Restoration - This metric 
records the total time spent from when recovery 
activities are started, at time ts, up to the time 
when all recovery activities are finalized

-Time to Full Network Service Resilience - This 
metric records the total time spent from when 
recovery activities are started, at time ts, up to 
the exact time, tf, when the network service is 
completely restored.

Time to Alpha%-Resilience - This metric records 
the total time spent from when recovery 
activities are started, at time ts, up to the exact 
time, t, when the network service is restored 
alpha %

Tuesday, November 22, 11



Network Resilience

-Time to 

! !

!
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Network Resilience 

Resilience: Describes how the delivery 
function of a network returns to “normalcy” 
after a vulnerable event
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New Research Areas 
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Vulnerability & Resilience 
Optimization 
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Vulnerability & Resilience 
Optimization 

Analysis of Worst case failure events
Failure events, Network Description

Response or Network recovery APproach
Recovery time for each component
Recovery Policy System wide
Recovery Resources

Policies for 
Protection should 
be based on the 
optimization of 
resources
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Conclusions
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Conclusions

Theoretically network vulnerability can be 
“quantified” but there persist computational 
issues. Good area for research 

Also can be theoretically analyzed but from a 
practical perspective there are too many inputs
Very good area for research

Protection Policies in Development. Fertile ground 
for Research. Remember the idea is to increase 
reliability, reduce vulnerability and increase 
resilience
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