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Abstract

The framework of algorithmic knowledge assumes that agents use algorithms to compute
the facts they explicitly know. In many cases of interest, a logical theory, rather than a par-
ticular algorithm, can be used to capture the formal reasoning used by the agents to compute
what they explicitly know. We introduce a logic for reasoning about both implicit and explicit
knowledge, where the latter is given with respect to a deductive system formalizing a logical
theory for agents. The highly structured nature of such logical theories leads to a very natural
axiomatization of the resulting logic over a deductive system. In the case when the deductive
system is in fact tractable, we show that the decision problem for the logic is NP-complete, no
harder than propositional logic.

1 Introduction

It is well known that the standard model of knowledge based on possible worlds is useful when
reasoning about knowledge ascribed to agents by an external observer, but is not appropriate when
agents need to explicitly compute what they know in order to make decisions. Part of the problem
is that such a form of knowledge is subject to the problem of logical omniscience, that is, the agents
know all the logical consequences of their knowledge [Fagin, Halpern, Moses, and Vardi 1995,
Chapter 9].

Levesque [1984], among others, distinguishes implicit knowledge as described abowexfrom
plicit knowledge which represents the knowledge that is available to the agent in order to make
decisions. A general approach to model explicit knowledge is thatgafrithmic knowledgéFa-
gin, Halpern, Moses, and Vardi 1995, Chapter 10]. In the algorithmic knowledge framework, the
explicit knowledge of the agents is given by an algorithm that the agents use to establish whether
they know a particular fact. The algorithmic knowledge framework has the advantage of being gen-
eral; this same generality also means that there are no specific properties of algorithmic knowledge
unless we focus on specific algorithms.

In this paper, we study a form of algorithmic knowledgkeductive algorithmic knowledge
where the explicit knowledge of agents comes from a logical theory in which the agents perform
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their reasoning about the facts they know. Many useful forms of explicit knowledge can be formal-
ized in such a logical theory for agents. This can be viewed as a form of algorithmic knowledge,
where the algorithm used by an agent is an algorithm that attempts to infer whether a fact is derivable
from the deduction rules provided by the agent’s logical theory. The highly structured presentation
of an agent’s logical theory lets us readily derive the properties of explicit knowledge in this con-
text. Intuitively, the deduction rules of the logical theory directly translate into properties of explicit
knowledge.

To motivate the use of logical theories to capture explicit knowledge, consider the following
example. In previous work [Halpern and Pucella 2002], we showed how the framework of algorith-
mic knowledge could be used to reason about agents communicating via cryptographic protocols.
Algorithmic knowledge is useful to model an adversary that has a certain number of capabilities to
decode the messages is intercepts. There are of course restrictions on the capabilities of a reason-
able adversary. For instance, the adversary may not explicitly know that it has a given message if
that message is encrypted using a key that the adversary does not know. To capture these restric-
tions, Dolev and Yao [1983] gave a now-standard description of capabilities of adversaries. Roughly
speaking, a Dolev-Yao adversary can decompose messages, or decipher them if it knows the right
keys, but cannot otherwise “crack” encrypted messages. The adversary can also construct new mes-
sages by concatenating known messages, or encrypting them with a known encryption key. It is
natural to formalize a Dolev-Yao adversary using a deductive system that describes what messages
the adversary “has” based on the messages it has intercepted, and what messages the adversary can
construct.

To reason about such examples, we introduce a modal logic that lets us reason about both the
implicit knowledge of agents, which is useful for specifications, and the explicit knowledge of
agents, formalized as a logical theory. In contrast with existing work on developing models for
agents reasoning via logical theories (for instance, Konolige [1986] and Giunchigll§1993]),
which reason completely within the logical theories, assuming perhaps a global logical theory for
the world, we base our logic on a standard possible-worlds semantics. This shows that it is possible
to combine a standard possible-worlds account of implicit knowledge with a logical theory repre-
senting the explicit knowledge of agents, and to reason about both simultaneously. Our approach
moreover easily extends to the probabilistic setting, such as when there is a probability measure over
the possible worlds [Fagin and Halpern 1994]. We focus in this paper on the technical properties of
the resulting logic.

The rest of this paper is structured as follows. In the next section, we give the background
on deductive systems, that we use to define the logical theories of the agents. In Section 3, we
introduce the formal logic to reason about knowledge given by deductive systems. In Section 4, we
show how we derive sound and complete axiomatizations for the logic for reasoning about particular
deductive systems. In Section 5, we address the complexity of the decision procedure for the logic.
We conclude with a discussion of natural extensions of our framework. For reasons of space, we
leave these extensions as well as the proof of our technical results for the full paper.

2 Deductive Systems

We start with defining the framework in which we capture the logical theories of the agents, their
deductive or inferential powers. Reasoning occurs over the terms of some term algebra. More



precisely, assume a fixed finite signatlre= (f1,... , f,), where eacly; is an operation symbol,
with arity r;. (Operation symbols of arit§ are called constants.) Assume a $ets of variables.
Define theterm algebraly; as the least set such thitrs C Ty, and for allf € ¥ of arity n, and
forall ty,...,t, € Ty, thenf(t1,... ,t,) € Tx. Intuitively, 75, contains all the terms that can be
built from the variables, constants, and operations.itVe say a term is ground termf it contains
no variables. Lef{ be the set of ground terms ;. A substitutionp is a mapping from variables
in Vars to ground terms. The application of a substitutipto a termt, written p(t¢), essentially
consists of replacing every variabletinmvith the ground term corresponding#an p. Clearly, the
application of a substitution to a term yields a ground term.

A deductive syster is a subset ofp(Tx) x Tx. A deduction rule({¢y,... ,t,},t) of D is
typically writtentq, ... ,t, > t, and means thdtcan be immediately deduced fram ... ,t,. A
deduction oft from a setl’ of terms is a sequence of ground tertps.. . ,t,, such that,, = t,
and everyt; is either (1) of the fornp(¢'), for some substitutiop and some term’ € T, or (2)
of the formp(t’), for some substitutiop and some ternt’ for which there is a deduction rule
tiys--- s t;, >t in D, wherep(t; ) = t;; forall j, andiy, ... ,i; <i. We writeI' -p ¢ if there is a
deduction fromI" to ¢ via deduction rules iD. Observe that by definition we have-p T for all
termst.

Example 2.1: The following deductive system DY over the signatbire- (recv, has, encr, conc, inv)
captures the Dolev-Yao adversary described in the introduction. IHexén) represents the fact
that the adversary has received the tetthas(m) represents the fact that the adversary understands
the termm, encr(m, k) represents the encryption of temmwith key k, conc(my, m2) represents

the concatenation of terms; andms, andinv(k) represents the inverse of the kiey

recv(m) > has(m)

has(inv(k)), has(encr(m, k)) > has(m)
has(conc(my, mg)) > has(mq)
has(conc(my, mg)) > has(msg)

Assume further thall contains constants such ask;, ke. We can therefore derive, for instance,
that recv(encr(m, kq)), recv(encr(inv(ky ), ka)), recv(inv(ks)) Fpy has(m). In other words, it is
possible for a Dolev-Yao adversary to derive the messagféat has receivedn encrypted under a
key kq, which inverse it has received encrypted under akkseyvhich inverse it has received.

To account for constructing new messages, consider the sigridtuvhich extends: with a
unary constructoconstr, whereconstr(m) represents the fact that the adversary can construct the
termm. We can account for this new constructor by adding the following deduction rules to DY.

has(m) © constr(m)
constr(k), constr(m) > constr(encr(m,k))
constr(my ), constr(mg) > constr(conc(my, ma))

For instance, we havecv(encr(m, k;)), recv(inv(ky)), recv(ke) Fpy constr(encr(m, ka)). Il

It should be clear from the definitions that the deductive systems we consider in this paper
are monotonic. In other words, If p ¢, thenI” ~p t whenI' C I'. While the framework
we introduce in Section 3 would remain unchanged were we to consider nonmonotonic deductive
systems, the axiomatizations of Section 4 would not be possible.



3 Deductive Algorithmic Knowledge

We now introduce a simple modal logic for reasoning about the implicit and explicit knowledge of
an agent, where the explicit knowledge is formalized as a logical theory. For simplicity, we focus
on the single agent case, and moreover on the purely propositional case. We start by introducing the
simple setting, where the deductive system is used to reason about primitive propositions. We then
extend it to full propositional formulas.

Primitive Deductive Systems. We first define the logi€>™ (%), over a signatur&. We take the
primitive propositions to b&¥, the ground terms ovet. The language of the logic is obtained by
starting with the primitive propositions i, and closing off under negation, conjunction, tkie
operator, and th& operator applied to primitive propositions only. Intuitively,» is read as “the
agent implicitly knowsy”, while Xp is read as “the agent knowsaccording to his logical theory”.
(We extend the framework so that applies to more general formulas later in this section.) We
define the usual abbreviations,v ) for =(—¢ A =), andy = 9 for —¢ Vv 1. We definetrue as

an abbreviation for an arbitrary but fixed propositional tautology, fai«¢ as an abbreviation for
—true.

We use a special form of deductive system, that essentially takes into account observations
that the agent can make. primitive deductive syster® over ¥ is a deductive system with a
distinguished clas®)bs C Tg such that, intuitively, no term ibs arises as the conclusion of a
deductive rule inD. Formally, for allob € Obs and for all ruleg, ... ,t, >t of D, there does not
exist a substitutiop such thaip(t) = ob.

The semantics of the logic follows the standard possible-worlds presentation for modal logics
of knowledge [Hintikka 1962]. Aleductive knowledge structusea tupleM = (S, 7, D), whereS
is a set of statess is an interpretation of the primitive propositions, abids a primitive deductive
system oveb:, with observation seObs. Every states in S is of the form(e, obs), wheree is a
state of the environment (taken from a 8t that captures the general state of the systempand
is a finite set of observations, taken frabbs, representing the observations that the agent has made
at that state. Hence, C F x p(Obs).l The interpretationr associates with every state the set of
primitive propositions that are true at that state, so that for every primitive propogitio’Z, we
haver(s)(p) € {true,false}. The only assumption we make is that the interpretation respects the
observations made at a state, thatrig;, obs)(0b) = true if and only if 0b € obs.

Let M(X) be the set of all deductive knowledge structures with signaynehile for a fixed
deductive systenb overy, let Mp(X) be the set of all deductive knowledge structures over the
deductive systend.

We define a relation between states that captures the states that the agent cannot distinguish
based on the observations. Define s’ if s = (e, obs) ands’ = (¢’, obs) for somee, ¢/, and set of
observation®bs. Clearly,~ is an equivalence relation over the states.

We define what it means for a formu{ato be true at a state of M, written (M, s) = ¢,
inductively as follows.

(M,s) Epif n(s)(p) = true

For simplicity, we assume that the observations form a set. This implies that repetition of observations and their
order is unimportant. We can easily model the case where the observations form a sequence, at the cost of complicating
the presentation.




(M, s) = —pif (M,s) [~ ¢

(M, s) =@ Apif (M, s) = pand(M, s) |= ¢
(M,s) E Keif (M,s') = pforalls’ ~ s
(M, s)

, S

,8) E Xpif s = (e,{ob1,...,0b,})andoby,...,ob, Fp p.

Example 3.1: Consider the deductive system DY from Example 2.1. This deductive system can be
viewed as a primitive deductive system by taking

Obs = {recv(t) : t € T, andhas does not appear it}.

Intuitively, an observation represents a message intercepted by the adversary. Define the subterm
relationC on T, as the smallest relation subject to:

tCt,

if t C ¢; thent C conc(t1, t2),
if t C ¢ty thent C conc(tl, tg),
if t C ¢, thent C encr(ty,t2).

Consider a structurd/ = (S, 7,DY), where we record at every state all messages intercepted by
the adversary at that state. l.ebe an interpretation that respects the observations made at a state,
and such thak (e, obs)(has(t)) = true if and only if there exist$’ € T3, such thatecv(t') € obs

andt C ¢'. In other words,has(t) holds at a state it is a subterm of a message intercepted
by the adversary. Let; be a state with observatiodgecv(encr(m,k;)), recv(encr(inv(ky), kz)),

and s, a state with observationgecv(encr(m, ky)), recv(encr(inv(ky), ke)), recv(inv(ks))}. By
definition of 7, we have(M, s1) = K(has(m)) and (M, s2) = K (has(m)), so that at both states,

the adversary implicitly has the messageHowever, from the results of Example 2.1, we see that
(M, s2) = X(has(m)), while (M, s1) = —X(has(m)). In other words, the adversary explicitly
knows it haan at statess (where it has intercepted the appropriate terms), but not atstalle

The monotonicity of the deductive systems means that for a strudtlneith statess =
(e, 0bs), s = (€', 0bs’), andobs C obs’, we have(M,s) = Xp implies (M,s') = Xp. Thus,
explicit knowledge of facts is never lost when new observations are made.

Propositional Deductive Systems. The logic we introduced above is restricted to takiigver
primitive propositions only. This is sufficient for many situations of interest, but it is often too
limiting. Among other things, it cannot capture the fact that the agent may not have the deductive
capabilities to do full propositional reasoning. For instance, an agent could explicitly gaoa
explicitly know ¢, but perhaps not thatA ¢q. This is what we address in this sectionpfpositional
signatureX is a signature with propositional constructors, thafisye, false, not,and} C 3, where
true, false have arity0, not has arity 1, ancind has arity2. We define a logicC™?(X) over a
propositional signatur® where we can reason about explicit knowledge of propositional formulas.
The primitive propositions are again taken toe The syntax is that of (%), except that we
allow X to apply to propositional formulas. We also takee and false as primitives, rather than
defining them as abbreviations.



As before, the semantics of this logic is given in terms of deductive algorithmic strudtlires
(S, m, D), but here we také to be apropositional deductive systeat is, a primitive deductive
system defined over a propositional signattireThe satisfaction relatiof)/, s) = ¢ is defined
as before (along with obvious rules fore andfalse), except that we modify the semantics of the
X operator to take into account the fact that we can query for explicit knowledge of propositional
formulas.

To do this, we first define the translation of a formylan our language into a propositional
term” in the term algebra, in the obvious way* is p, true” is true, falsel is false, ()T is
not(o?), and(o A )T isand(p?, yT).

There is a subtlety about this translation, and about the logic in general. We have defined
Vv and=- by abbreviation, which means that any formula containingr = is really a formula
containingA and—. Thus, in some sense, the agent cannot explicitly distinguish betweet
and -(—¢ A —); they are the same formula for him. This makes strong assumptions, again,
on the reasoning capabilities of the agent. One way around this problem is to use a syntax that
directly usesv, =, and perhaps other connectives, rather than introducing them by abbreviations.
We would then add similar constructors to the propositional signature, and extend the translation
above accordingly. For simplicity, we will not do so in this paper, but it should be clear that it is a
straightforward extension.

We modify the semantics of to deal with all propositional formulas:

(M,s) = Xpif s = (e,{ob1,...,0b,})andoby, ..., ob, Fp pT.
Clearly, sincep” is justp, this semantics extends that of the previous section.

Example 3.2: The following deduction rules can be added to any primitive deductive system to ob-
tain a propositional deductive system that captures a subset of the inferences that can be performed
in propositional logic.

t > not(not(t)) not(and(t,not(t))),t>t'"  and(t,t') >t
not(not(t)) >t not(and(t,not(t'))),t' >t ¢, not(t) > false
t > not(and(not(t), not(t'))) t,t' >and(t,t’) false >t

t' > not(and(not(¢t), not(t')))  and(¢,t') >t

One advantage of these rules, despite the fact that they are incomplete, is that they can be used to
perform very efficient (linear-time, in fact) propositional inference [McAllester 1993].

By considerindgull deductive systemghat is, propositional deductive systems with unary con-
structorsknow andaknow, it is clear how to give semantics 0 for an arbitrary formulap. We
study such deductive systems in the full paper.

4 Axiomatizations

In this section, we present a sound and complete axiomatization for reasoning about explicit knowl-
edge given by a deductive system. Clearly, for a particular deductive system, the propeXies of
depend on that deductive systems. Intuitively, we should be able to read off the propetties of
from the deductive rules themselves. The remainder of this section aims at making this statement
precise.



First, let us introduce an axiomatization for reasoning about deductive systems in general, inde-
pendently of the actual deduction rules of the system. First, we need axioms capturing propositional
reasoning in the logic.

Taut. All instances of propositional tautologies

MP. Fromy andy = 1 infer ¢
Axiom Taut can be replaced by an axiomatization of propositional tautologies [Enderton 1972]. The
following well-known axioms capture the properties of the knowledge operator [Fagin, Halpern,
Moses, and Vardi 1995].

Kl. (K ANK(p=1))= Ky

K2. K=o

K3. Kp= KKy

K4. -Kp = K-Ky

Gen. Fromy infer K¢

Since algorithmic knowledge is interpreted with respect to the observations at the current state, and
that two states are indistinguishable to an agent if the same observations are made at both states,
agents know whether or not they explicitly know a fact. This is captured by the following two
axioms.

X1l Xo= KXo

X2. - Xo=K-Xp
Finally, observations have a special status in the logic. The interpretation of observation primitives
is fixed to depend on the observations made at the state. The following two axioms express the
properties of observations.

X3. ob = Kob

X4. ob & Xob
Axiom X3 captures the fact that indistinguishable states have the same observations. XXxiom
follows from the definition of deduction in Section 2: recall that for all terraf a deductive
systemD, we havet -p t.

Let AX consists of the axiom$aut, MP, K1-K4, Gen, andX1-X4. The following result is
almost immediate.

Theorem 4.1: The axiomatizatio®A X is sound and complete fa>(X) and £*?(X) with re-
spect taM ().

If we want to reason about deductive algorithmic structures equipped with a particular deductive
system, we can do better. We can capture the reasoning with respect to the deductive system within
our logic. The basic idea is to translate deductive rules of the deductive system into formulas of our
logic. First, consider a primitive deductive systémA deductive rule inD of the formtq, ... ¢, >t
is translated into an axiom of the fortX ¢, A... A Xt,) = Xt. Infact, such a translation yields an
axiom schema, where we view the variablesiin .. , t,,t as schema metavariables, to be replaced



by appropriate elements of the term algebraet Az%™ be the set of axioms derived in this way
for the primitive deductive system.

Theorem 4.2: The axiomatizatiolAX U Az%"™ is sound and complete fag= () with respect
to Mp(X).

For propositional deductive systems, we need a slightly more involved translation, since we
want to translate the propositional constructors that appear in the terms into logical connectives in
the translated formulas. We can do this as follows. A deductive rule of thetfarm. ,¢,, > ¢ in
D is translated to a formuleXt! A ... A XtI) = XtT. We define the formul&’ corresponding
to the termt by induction on the structure of true” is true, false’ is false, (not(t))” is ~(¢1),
(and(t1,t2))T istT A t5, andtT is ¢ for all other termg. This translation again yields an axiom
schema of the kind we defined above. Note that we do not translate propositional constructors
that appear under non-propositional constructors within a term. (Intuitively, these constructors will
never arise out of the translation of formulas given in Section 3.) A€t°" be the set of axioms
derived in this way for the propositional deductive systBm

Theorem 4.3: The axiomatizatio®AX U Az is sound and complete fag*»(X) with respect
to Mp(X).

5 Complexity

In this section, we study the decision problem for our logics, that is, the problem of determining,
for a given formula, whether it is satisfiable. Since our logics extends the logic of knowledge where
the knowledge operator is interpreted over an equivalent relation (in our-easte difficulty of

the decision problem is at least as hard. It is known that the decision problem for knowledge over
an equivalence relation is NP-complete [Halpern and Moses 1992]. Adding deductive algorithmic
knowledge is unproblematic if we do not require a fixed deductive system. Intuitively, for satis-
fiability, we can simply take as a deductive system one with specific deduction rules sufficient to
satisfy the subformula& ¢ appearing in the formula.

Theorem 5.1: The decision problem fo€r™(X) and £r™?(X) over structures inM (%) is NP-
complete.

What happens if we fix a particular deductive system, and want to establish whether a formula
 is satisfiable in a structure over that particular deductive system? The difficulty of this problem
depends intrinsically on the difficulty of deciding whether a deducliony, ¢ exists inD. Since
this problem may be undecidable for certain deductive syst@mgasoning in our logics can be
undecidable over those deductive systems. On the other hand, if the deductive system is decidable
in polynomial time (i.e., if the problem of deciding whether a deductianp t exists inD can be
solved in time polynomial in the size ®f andt), then the decision problem for our logics remains
relatively easy.

20ne needs to be careful when defining this kind of axiom schema formally. Intuitively, an axiom schema of the
above form, with metavariables appearing in terms, correspond to the set of axioms where each primitive proposition in
the axiom is a substitution instance of the appropriate term in the axiom schema.



Theorem 5.2: For any given primitive (resp., propositional) deductive sysférthat is decidable
in polynomial time, the decision problem ¢ (%) (resp.,Lr? (X)) over structures intM p (%)
is NP-complete.

In fact, there is a class of deductive systems that can be efficiently decided, and thus by The-
orem 5.2 lead to a reasonable complexity for our logics. McAllester [1993] defines a deductive
systemD to belocal if wheneverT' -, ¢ there exists a local deduction bfrom I". A deduction is
local if every proper subterm of a term in the deduction is either a proper subtérra pfoper sub-
term of a member of, or appears as a subterm of a deductive rulB irOne can show that, for any
deductive systen®, whether a local deduction offrom I' exists in polynomial time in the size of
T"andt. If D islocal, so that the existence of a deduction ensures the existence of a local deduction,
then the deduction relatiagny is polynomial-time decidable. The deductive system in Example 2.1
is local, while adding the deduction rules in Example 3.2 to any local primitive deductive system
yields a local deductive system.

Corollary 5.3: For any given local primitive (resp., propositional) deductive sysfgrthe decision
problem for£rP ™ (%) (resp.,LP? (X)) over structures inM (X)) is NP-complete.

6 Conclusion

We have described in this paper an approach to combining implicit knowledge interpreted over
possible worlds with a notion of explicit knowledge based on a logical theory that allows agents to
derive what they explicitly know. This additional structure, the agent’s logical theory, can be used
to completely characterize the properties of the explicit knowledge operator. More specifically, it
lets us derive sound and complete axiomatizations for the logic in a uniform way.

For simplicity, we have focused on the single agent case, but it should be clear that the frame-
work generalizes to multiple agents in a straightforward way. It suffices to provide each agent with
a deductive system. This lets one reason about what agents know about what other agents explicitly
know. In combination with the full deductive systems mentioned at the end of Section 3, such a
framework can capture a form simulative inferencgKaplan and Schubert 2000], where an agent
can reconstruct the reasoning of another agent in an attempt to explicitly determine what the latter
explicitly knows. We study this extension in the full paper, along with an extension to dynamical
systems, where observations are taken over time.

Our framework is also suitable for studying logical theories that are probabilistic. For instance, it
is possible to assign a weight to every deduction rule, and to model deduction by randomly choosing
which deduction rule to apply based on a distribution proportional to the weight of every applicable
rule. This yields a probability distribution on the deductions, about which we can reason following
ideas developed in [Halpern and Pucella 2003]. We leave this for future work.

Acknowledgments. Thanks to Hubie Chen and Joe Halpern for comments on previous drafts of
this paper.
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