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Abstract. The paper integrates automatically generated case-splitting expressions, and an efficient translation to CNF, in order to
formally verify an out-of-order superscalar processor having register renaming, aswell as Reorder Buffer and Reservation Stations
that are completely implemented and instantiated. The processor was defined in the high-level Hardware Description Language
AbsHDL, based on the logic of Equality with Uninterpreted Functions and Memories (EUFM), and was formally verified with an
extended version of the decision procedure EV C, combined with a SAT-solver. The manual work was limited to definition of nec-
essary invariant constraints. The forma verification was decomposed, based on automatically generated case-splitting expres-
sions—matching Recorder Buffer entries with Reservation Stations to compute the results for those Reorder Buffer entries, and
allowing for orders of magnitude speedup if many CPUs are available for parallel runs of EVC. Efficient trandation from EUFM
to CNF—by producing more ITES, and merging | TE-trees with 2 levels of their leaves—resulted in additiona 32x speedup.

1. Introduction

This paper presents a method for automatic formal verification of out-of-order superscalar processors with register
renaming [38][81], and studies the potential for additional speedup if extensive computing resources are available.
Currently companies use compute-farms with thousands of CPUs to extensively test new microprocessors by binary
simulation [36], without guarantee for complete correctness. In our earlier work on applying the logic of Equality
with Uninterpreted Functions and Memories (EUFM) [20]—see Sect. 2.1—to formal verification of pipelined and
superscalar processors with in-order execution, we imposed some simple restrictions [92][93] on the high-level
description style, resulting in correctness formulas where most of the word-level values appear only in positive equal -
ity comparisons. That allowed us to exploit a property that such word-level values can be treated as distinct constants,
thus significantly pruning the solution space, and achieving orders of magnitude speedup, while still performing com-
plete formal verification; we call this property Positive Equality. Those restrictions, together with techniques to
model multicycle functiona units, exceptions, and branch prediction [94], alowed our tool flow [96] to be used at
Motorola [53] to formally verify a model of the MeCORE processor, and detect 3 bugs, as well as corner cases that
were not fully implemented. However, the automatic formal verification of out-of-order processors with register
renaming, as well as Reorder Buffer and Reservation Stations that are completely implemented and instantiated,
remains a challenge.

Previous methods for formal verification of out-of-order processors require extensive manual work to abstract all
hardware structures; to reduce the complexity of the proof—by setting up an inductive argument over the number of
Reorder Buffer entries [5][40][47][48][55], or by applying symmetry reductions to decrease the number of Reorder
Buffer entries, Reservation Stations, and registers considered in the proof [44][66][67], or by deriving rewriting rules
that are based on the structure of the correctness formulas and are used to simplify those formulas [40][97]; to define
an abstraction function—mapping an implementation state to an equivaent specification state—by extending the
Reorder Buffer with auxiliary state used to simplify the expressions produced by the abstraction function
[4][40][44][54][97], or by defining an intermediate abstraction to bridge the gap between the implementation and the
specification [11][40][41][47][48][ 77][ 78]; and to define and prove many lemmas and theorems [40][77][78].

In this paper, the formal verification is done with an extended version of our tool flow [96] that was applied at
Motorola, and consists of: 1) the term-level symbolic simulator TLSim, used to symbolically simulate the high-level
implementation and specification processors, and produce an EUFM correctness formula; 2) an improved version of
the decision procedure EV C that exploits Positive Equality and other optimizations to translate the EUFM correctness
formulato a satisfiability-equivalent Boolean formula; and 3) an efficient SAT-solver. The tool flow was aso used in
an advanced computer architecture course [99], where students designed and formally verified single-issue pipelined
processors, aswell as extensions with exceptions and branch prediction, and dual-issue superscalar implementations.

The contributions of this paper include: 1) the definition of invariant constraints that are necessary for formal
verification of out-of-order superscalar processors with completely implemented Reorder Buffer and Reservation Sta-
tions; 2) the use of automatically generated case splits, based on the invariant constraints, to decompose the proof into
many simpler proofs that can be discharged efficiently by exploiting Positive Equality, and result in orders of magni-



tude speedup, compared to monolithic formal verification; and 3) a new translation from propositional logic to Con-
junctive Normal Form (CNF) [45], uniquely targeted to the structure of the Boolean correctness formulas from such
processors, and resulting in additional 32x speedup. These contributions make possible a formal verification method
that contrasts previous approaches, where the Reorder Buffer and Reservation Stations are manually abstracted, and
the user has to set up an inductive proof over the number of Reorder Buffer entries, and possibly manually apply sym-
metry reductions to decrease the number of Reservation Stations. Furthermore, and also in contrast to previous
approaches, the Reorder Buffer is not extended with auxiliary statein order to simplify the expressions resulting from
the abstraction function; significant additional speedup can be expected with such approaches, at the cost of extra
manual work.

2. Background

2.1 Trandation from EUFM to Propositional Logic

The syntax of EUFM [20] includes terms and formulas. Terms are used to abstract word-level values of data, register
identifiers, memory addresses, and the entire states of memory arrays. A term can be an Uninterpreted Function (UF)
applied to alist of argument terms, aterm variable, or an ITE operator selecting between two argument terms based
on a controlling formula, such that I TE(formula, terml, term2) will evaluate to term1 if formula = true, and to term2
if formula = false. The syntax for terms can be extended to model memories by means of the interpreted functions
read and write [20][95] that satisfy the forwarding property of the memory semantics—that aread gets the data value
written by the most recent write to the same address, or the value from the initial memory state otherwise. Formulas
are used to model the control path of a microprocessor, and to express the correctness condition. A formula can be an
Uninterpreted Predicate (UP) applied to a list of argument terms, a Boolean variable, an ITE operator selecting
between two argument formulas based on a controlling formula, or an equation (equality comparison) of two terms.
Formulas can be negated and combined by Boolean connectives. We will refer to both terms and formulas as expres-
sions. UFs and UPs are used to abstract functional units by replacing them with “black boxes’ that satisfy only the
property of functional consistency—that equal inputs to the UF (UP) produce equal output values.

To check an EUFM formula for validity, we can use a specialized decision procedure [30][84], or can trandate
the EUFM formulato an equivalent Boolean formula that has to be atautology in order for the EUFM formulato be
valid. The second approach alows us to benefit from the recent tremendous advances in SAT-solvers—e.g.,
[34][68][74] (see [59][98] for comparative studies, and [12][50][107] for surveys)—and is used in the current paper.
Restrictions on the style for describing high-level processors [92][93] reduced the number of terms that appear in
both positive and negated equations (called g-terms for general terms), and increased the number of terms that appear
only in positive equations (called p-termsfor positive terms). The property of Positive Equality [92][93] allows usto
treat syntactically different p-terms as not equal when evauating the validity of an EUFM formula, thus achieving
dramatic simplifications and orders of magnitude speedup (see [18] for correctness proof). However, equations
between g-term variables can be either true or false, and can be encoded with Boolean variables [33][72][100], by
accounting for the transitivity property of equality [19].

When translating an EUFM formulato an equivalent Boolean formula, applications of the same UF or UP can be
eliminated with nested ITEs [93]. For example, if f(a1, by), f(ap, by), and f(az, bs) are three applications of UF f,
where a, by, ay, by, az, and bs are terms, then the first application will be eliminated with a new term variable cq, the
second with ITE((a, = a;) O (b, = by), ¢4, Cy), where ¢, isanew term variable, and the third with ITE((ag = a1) O (b
=Dby), ¢y, ITE((ag = ap) O (b3 =by), cy, C3)), where cz isanew term variable. That is, the second, third, and any subse-
guent applications of the UF are eliminated with ITE-chains that enforce functional consistency. UPs are eliminated
in the same way, but using new Boolean variables instead of new term variables. This method for eliminating UFs
and UPs by enforcing functional consistency isused in [54][55][79][96]. Alternatively, functional consistency can be
enforced with Ackermann constraints [1]—the three applications of the UF will be replaced with the new term vari-
ables ¢y, c,, and c3; then, the functional consistency of the second application of the UF with respect to the first will
be enforced by extending the resulting formula with the constraint (a, = ;) O (b, =b;) = (¢, = ¢4), with such con-
straints added for each pair of applications of that UF. This method for enforcing functional consistency is used in
[8][46][60][72][88][106], but does not result in ITE-chains, and so will not benefit from the CNF translation in Sect.
2.3. A general case of ITE-chains are I TE-trees, where the then-expressions can be I TEs as well. We will call leaves
of an ITE-tree itsinputs that appear as then- or else-inputs of the lowest level of ITEsin the tree. I TE-trees also result
after eliminating aread from a sequence of writes by accounting for the forwarding property of the memory seman-
tics, and from modeling conditional instruction flow when instructions are not stalled by the control logic.



After the UFs are eliminated, the terms consist of only ITE operators and term variables. In earlier EUFM deci-
sion procedures that exploit Positive Equality [54][55][79][96], equations between nested-ITE terms are eliminated
by pushing the equations to the ITE leaves, and replacing the original equation with a disjunction of conjunctions of
formulas. For example, given terms ITE(cq, a4, @) and ITE(c,, by, by), where ¢, and ¢, are formulas, and a;, ay, by,
and b, are term variables, the equation ITE(cq, a3, ay) = ITE(Cy, by, by) will be replaced with the formula ¢, Oc, O
(a1=by) OcyO-c,O(a;=hy) O- ¢y OcyO(ap=by) O ¢; O-cy, O(ay = by). However, as observed in [102],
we can preserve the | TE-tree structure of equation arguments, and replace the equation with ITE(cq, ITE(Cy, a1 = by,
a; = by), ITE(cy, ay = by, ay = by)). Furthermore, we can translate the resulting I TE-tree to CNF by merging the con-
straints for ITEsinside the tree, and representing it with asingle set of clauses without intermediate variables for out-
puts of ITEs inside the tree (see Sect. 2.3). This resulted in up to 420x speedup for processors with in-order execution
[202].

In the extended version of the decision procedure EV C [96] that is used in this paper, the final Boolean formula
consists of AND, OR, NOT, and ITE gates. Hashing [93] ensures that: there are no duplicate gates; merges an AND
having another AND as input into asingle AND having asinputs all the inputs of the two gates, except for the output
of the merged AND, and similarly for an OR having another OR asinput; eliminates duplicate inputsto AND and OR
gates; and replaces an AND/OR with a constant if the gate has complemented inputs.

2.2 Conventional Translation from Propositional Logic to CNF

A primary CNF variable is one representing the value of a primary input, i.e., input of the original Boolean circuit.
(Boolean formula and Boolean circuit are used interchangeably in this paper.) An auxiliary CNF variable is one rep-
resenting the value of a gate output. In general, the translation of Boolean formulas to CNF is exponential. However,
by introducing anew CNF variable for the output of every logic gate, and imposing constraintsthat preserve the func-
tion of that gate [87], we get a satisfiability-equivalent [22] CNF representation. Both the size of the resulting CNF
and the complexity of the translation procedure are linear in the size of the original Boolean formula. For AND, OR,
NOT, and ITE gates, the conventional translation to CNF is as follows (* —* stands for assignment):
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Instead of explicitly trandating the inverters (NOT gates), we can subsume them in their fanout gates [71], by
replacing all instances of the CNF variable for the inverter output with the negated CNF variable for the inverter
input, thus eliminating the output variable and the 2 clauses for each inverter. The controlling value of an AND gate
isfalse (0), since it produces a false (0) on the gate output, regardless of the values on other inputs. Similarly, the con-
trolling value of an OR gateistrue (1).

2.3 Trandation from Propositional Logic to CNF by Merging | TE-Trees

Preserving the I TE-tree structure of eguation arguments (see Sect 2.1) results in Boolean correctness formulas with
I TE-trees, where each I TE inside a tree has fanout count of 1, i.e., drives only one gate, and that is another ITE inside
the sametree. An I TE-tree can be translated to CNF with a unified set of clauses[102], without intermediate variables
for outputs of ITEsinside the tree—see Fig. 1.a. Furthermore, I TE-trees can be merged with 1 level of their AND/OR
leaves [102], where each leaf has fanout count of 1—see Fig. 1.b.

We can similarly merge other gate groups when translating them to CNF [101]: AND/OR - ITE groups, where
an ITE hasan AND or OR gate as its then-input, or else-input, or a different AND/OR gate at each of these inputs;
and OR/ITE- AND (AND/ITE - OR) groups, where an AND (OR) is driven by an OR (AND), or an ITE. Note that
adriven AND (OR) gate may have many OR/ITE (AND/ITE) inputs with fanout count of 1. Then, we can choose
which one to merge by using a variant of the FANIN heuristic [64] for BDD-variable ordering—sel ecting the input
gate with highest topological level. The motivation isto shorten the longest path for Boolean Constraint Propagation



(BCP) from a primary input to the output of the driven AND (OR) gate. Then, if the heuristic is applied to many gate
groups, we could significantly shorten many paths for BCP from primary inputs to the output of the Boolean circuit.
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Fig. 1. (8) Example ITE-tree, and its translation to CNF with a unified set of clauses without intermediate variables for outputs of
ITEsinside the tree; and (b) Merging an ITE-tree with 1 level of its AND/OR leaves that have fanout count of 1. Each ITE-treeis
represented with the conjunction of all clauses for paths from the tree leaves to the tree output. ITEs are shown as multiplexors.

3. Implementation Processor to be Formally Verified

The out-of -order implementation processor to be formally verified is shownin Fig. 2. It ismodeled after the PowerPC
750 [42], but can execute only register-register-ALU instructions. A Fetch Engine supplies up to two instructions to
the Register Rename & Dispatch unit on every clock cycle. Each instruction has five fields: a RegWrite bit, indicating
whether the instruction will update the Register File; an Opcode; a destination register Dest; and two source registers,
Srcl and Sc2. The Register Rename & Dispatch unit issues in program order up to 2 of the instructions supplied by
the Fetch Engine, as long as there are available Reorder Buffer (ROB) entries and Reservation Stations. The Reorder
Buffer isa FIFO structure, implemented as a shift register (like in the PowerPC 750) that keeps the origina program
order of instructions currently in execution, and temporarily storestheir results until the instructions are completed in
program order. The Register Rename & Dispatch unit renames each destination register to a destination tag, DestTag,
that is different from those of instructions currently in execution, and is used to identify the result of the instruction.
The Register Rename & Dispatch unit also provides the data for each operand of an instruction that is being issued, as
long as that operand is aready computed and is located either in the Register File or the ROB, or else the destination
tag of the most recently issued instruction that is in the ROB and will compute the operand. A Reservation Station is
abuffer that temporarily stores instruction information, including the opcode, the two source tags, and operands, until
both operands become available and the instruction can be executed by a functional unit. After an instruction is exe-
cuted, its result is placed on a common data bus, and is forwarded to instructions in other Reservation Stations, to
instructions that are being issued by the Register Rename & Dispatch unit, and to the ROB entry waiting for the
result. The PowerPC 750 has 6 Reservation Stations, and 6 ROB entries. The Fetch Engine gets instructions from a
read-only Instruction Memory.

Reg. Rename
Fetch & Dispatch
Engine

Reservation | | I
Stations

Common
Data Buses

| Reorder Buffer (ROB) I—»

-
I

Reg.
File

Fig. 2. Block diagram of the implementation processor.



Every entry in the ROB has 6 fields: Valid, indicating whether the entry contains avalid instruction; Reg\Wite,
controlling whether the instruction will write its result to the Register File; ValidResult indicating whether the instruc-
tion’s result has been computed, in which case it is stored in field Result of the same ROB entry; Dest and DestTag,
the destination register and its renaming tag, respectively. Instructions are executed out of program order, as soon as
both operands of an instruction become available in the Reservation Station allocated for the instruction. Each Reser-
vation Station has 8 fields: Valid, indicating whether the Reservation Station contains a valid instruction; ValidDatal
and ValidData2, indicating whether the first and second data operands, respectively, are available in fields Datal and
Data2; the source tags for the data operands, SrcTagl and SrcTag2, respectively; and the destination tag, DestTag,
that will be placed on a common data bus together with the result, and will be used to forward the result to the ROB
entry with the same destination tag, and to waiting Reservation Stations.

Up to 2 of the 2 oldest instructions are retired in program order on every clock cycle, i.e., are removed from the
beginning of the ROB and their results are written to the Register File, as long as those ROB entries are valid, their
RegWrite bits are true, and their results have been computed (bits ValidResult are true).

The user-visible state consists of the PC and Register File. The specification processor is non-pipelined and exe-
cutes one instruction per clock cycle by fetching the instruction from the read-only Instruction Memory, incrementing
the PC, computing the ALU result, and writing it to the instruction’s destination register in the Register File if the
instruction’s RegWrite bit istrue.

The ROB, the Reservation Stations, the Dispatch logic, the logic for renaming source registers of dispatched
instructions, and the Retirement logic are completely implemented. The block that renames destination registers of
dispatched instructions is abstracted with a generator of arbitrary values [94], producing new term variables. Con-
straints are imposed that each such term variable, abstracting a destination tag of a dispatched instruction, be different
from term variables abstracting other destination tagsin the execution engine, as discussed next.

4. Constraintsfor the Formal Verification

4.1 Necessary Constraintsfor the Abstracted Block That Renames Destination Registers

Let FE; and FE, be the first and second instruction supplied by the Fetch Engine, and let FE;.DestTag and FE,.Dest-
Tag be the renaming tags for the destination registers of these instructions. Let ROB; be the jth entry in the ROB, and
let ROB,;.Valid and ROB;.DestTag beits Valid bit and its destination tag that renames the instruction’s destination reg-
ister. Then, since the block that renames destination registers is abstracted with a generator of arbitrary values, we
need to impose the constraints that the destination tag of a newly dispatched instruction be different from the destina-
tion tags of valid instructions in the ROB:

ROB;.Vaid = -(ROB,.DestTag = FE;.DestTag), i=1,..., N (1)

ROB;.Vaid = -(ROB,.DestTag = FE,.DestTag), i=1,..., N (2)
where N is the number of ROB entries. In the case of processors that can dispatch more instructions per clock cycle,
such N constraints have to be imposed for each dispatched instruction.

Similarly, the verification required the constraint that the destination tags of both dispatched instructions be dif-
ferent:

-(FE,.DestTag = FE,.DestTag) (3)
Note that constraints (1), (2), and (3) do not require an invariant check, i.e., are assumed to be properties of the

abstracted block for renaming destination registers. An actual implementation of that block has to be formally veri-
fied to satisfy these properties.

4.2 Necessary Invariant Constraints

The ROB was implemented as a shift register (like in the PowerPC 750 [42]), such that instructions are removed only
from the beginning of the shift register, the remaining valid entries are shifted to fill the emptied slots, and new
instructions are placed from the resulting first free position. Hence, if an entry isfree (i.e., not valid), then so will be
all subsequent entries, and the required invariant constraints for the ROB were:

N
-ROB;.vaid = j:/i\ﬂ—-ROBj.VaIid, i=1,..,N1 (4)
Note that constraints (4) imply that if an entry in the ROB isvalid, then so are all preceding entries:
i-1
ROB;.vaid = J,/:\1 ROB;.vdid, i=2,..,N 4)



although such invariant constraints were not used.
Since each destination register is renamed to a unique destination tag at dispatch, then every pair of valid entries
in the ROB should have different destination tags:

ROB;.valid 0 ROB;.Valid = -(ROB;.DestTag = ROB;.DestTag), i <j, i,j=1,..,N (5)
Based on (4'), if ROB;.Valid istrue then ROB;.Vdid istrue, for i < j, and we can rewrite (5') as:
ROB;.vdid = -(ROB;DestTag = ROB;.DestTag), i<j, i,j=1,..,N (5)

which are the invariant constraints that were used.

Similarly, since the destination tags are also kept in the Reservation Stations to identify the result when placed on
a common data bus, then every pair of Reservation Stations RS; and RS; that contain valid information should have
different destination tags:

RS.vaid O RS.Valid = -(RS.DestTag = RS;.DestTag), i<j, i,j=1,...K (6)

where K isthe number of Reservation Stations.

Since instructions that write to the Register File, i.e., whose RegWrite bit istrue, are alocated both an ROB entry
and a Reservation Station at dispatch, then every valid instruction in the ROB with RegWite bit of true and
ValidResult bit of false (i.e., theresult is not yet available in the Result field of that ROB entry) should have a pending
update from a Reservation Station. That Reservation Station should contain valid information and destination tag
equd to the destination tag of that ROB entry. Additionaly, if the first ROB entry (containing the oldest instructionin
execution) does not have its result computed, then the Reservation Station that will produce the result should have
both of its data operands ready, as there are no older instructions that could produce those operands; this extra con-
straint is needed to avoid deadlock. Hence:

ROBy.Valid [ ROB;.RegWrite 0 ~ROBy.ValidResuit

=V, RS.valid O (RS;.DestTag = ROBy.DestTag) O RS.ValidDatal U RS;.ValidData2] 7)
ROB;.valid 0 ROB;.RegWrite [~ ROB;.ValidResut
=V, RS;Valid 0 (RS DestTag = ROB; DestTag), i=2, ..., N ©

The next invariant constraints avoid circular data dependencies between Reservation Stations, e.g., Reservation
Station k waiting for an operand to be produced by Reservation Station |, which iswaiting for an operand to be pro-
duced by Reservation Station k—a scenario leading to deadl ock, as a so noted by McMillan [66]. Hence, the invariant
constraints that if a Reservation Station iswaiting for an operand, it will be produced by a Reservation Station corre-
sponding to an earlier ROB entry:

RS; .VaLid 0O- RS.VdidDatal

=V, [ROB;.Valid ] ROB; RegWrite ]~ ROB;. ValidResult
0 (RS;.DestTag = ROB;.DestTag) URS;.datal_from_before ROB;], i=1,..,K (8)
where RS;.datal_from_before_ROB; is the condition that ROB; is preceded by an ROB entry that has an earlier index
and is waiting for the same result as the first data operand of Reservation Station i, i.e., for result with destination tag
equal to RS;.SrcTagl:
j-1
RS;.datal_from_before ROB; - k\J:/1 [ROB,.Vdid O ROBy.RegWrite O - ROB\.VaidResult
0(RS;.SrcTagl = ROB.DestTag)], i=1,...K, j=2,..,N (9)
where “ —“ stands for assignment. In constraints (8), index j starts from 2 since constraint (7') guarantees that if a
Reservation Station will produce the result for ROB,, then that Reservation Station has both of its data operands
ready. Constraints like (8) and (9) were also imposed for the second data operand of each Reservation Station.

The next invariant constraints state that if a Reservation Station contains valid information, then thereis an ROB
entry waiting for the result from that Reservation Station:

RS.valid

N
= J,\:/1 [ROB;.Valid 0 ROB;.RegWrite 0~ ROB;.ValidResult
0 (RS;.DestTag = ROB;.DestTag)], i=1,..,K (10)



5. Automatic Case Splits

One of the main reasons for the complexity of automatic formal verification of out-of-order processors with a Reor-
der Buffer, register renaming, and Reservation Stations is the large number of matchings between ROB entries, wait-
ing for results, and Reservation Stations that could produce those results. If the number of ROB entries, N, is greater
than or equal to the number of Reservation Stations, K, then the maximum number of ROB entriesthat can be waiting
for resultsis K, and the number of matchingswill be K!, where every matching includes the cases that each of those K
ROB entries is either invalid (bit Valid is false), or will not write to the Register File (bit RegWite is false), or its
result has been computed (bit ValidResult is true), or there is a specific Reservation Station that has valid information
and will produce the result for that ROB entry. Hence, a possible way to automatically case-split the formal verifica-
tion is to spawn multiple runs of the tool flow, each handling one of the K! cases, assuming enough computing
resources are available, as can be expected for an industrial environment.

To explain the above decomposition in terms of the constraints from Sect. 4, we will be using case-splitting
expressions that are variants of constraints (7') and (7) with just one of the K disjunctsto the right of the implication.
That is, avariant of (7') will be used to restrict ROB; to be either invalid, or have a RegWrite bit of false, or haveits
result computed, or map to a specific one of the K Reservation Stations. Similarly, a variant of (7) will be used to
restrict each of ROB,, through ROB to be either invalid, or have a RegWrite bit of false, or have its result computed,
or map to a specific Reservation Station that is different from those assigned to previous ROB entries. Furthermore,
for each matching between ROB entries and Reservation Stations, we can simplify each of the K constraints (8) and
each of the K constraints (10) to a variant with only one of the disjuncts to the right of the implication, i.e., the dis-
junct corresponding to the ROB entry whose destination tag equals that of the given Reservation Station. Each of the
other digunctsin an instance of (8) or (10) will simplify to false, since valid ROB entries have different destination
tags, and so there can be only one ROB entry whose destination tag equals that of a Reservation Station. Note that all
possible matchings between ROB entries and Reservation Stations can be enumerated automatically, and if an auto-
matic tool flow can prove correctness for each of the matchings, then that would imply correctness over the entire
solution space.

6. Merging I TE-Treeswith 2 Levelsof L eaves
ITE-trees can be further merged with 2 levels of their leaves—see Fig. 3—such that the merged leaves have fanout
count of 1.
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(=b3Ocy O-c,0cz 0o) O(bgOcy O, Ocg 0-0) (—|b3Dc1D-c2Dc3D0)D(b3Dc1D—|c2Dc3D-o)
Path from G4 -G, to o: Path from Gg— Ggtoo:

(dy 0dy, Ocq Ocy, 0-0) O(=dy O=by Ocy Oy Oo) O(=dy, O-by Ocq Ocy, Jo) (—|d1D—|g DchCZDO)D(d1Db4Dc1Dc2D-o)D(dsz4Dc1Dc2D—|o)

(byOcq Oc, 0-0) (~byOcy Ocy, 0o)

@ (b)

Fig. 3. Merging an ITE-tree with 2 levels of its leaves, where each merged leaf has fanout count of 1: (a) ITE-AND and
OR - AND groups asthe 2 levels of merged leaves; and (b) ITE - OR and AND - OR groups as the 2 levels of merged |eaves.



Any merged first-level leaves are either AND or OR gates (if ITEswith fanout count of 1, they would have been
part of the ITE-tree). Due to the hashing scheme for formulas in the decision procedure EVC (see Sect. 2.1), any
merged second-level leaf is either an ITE, or an OR driving an AND (G4 - G, in Fig. 3.a), or an AND driving an OR
(Gg—Gg in Fig. 3.b). If afirst-level AND/OR is driven by many gates with fanout count of 1, merged was the one
with highest topological level (see Sect. 2.3). Note that if Gz supplies the AND gate G, with that gate’s controlling
value of falsein Fig. 3.a—i.e., either a; isfalse and is selected to appear at the output of G3 by ¢4 being true, or a, is
false and is selected to appear at the output of Gs by ¢4 being false—then the value of b, does not affect the value of
G4, and so = b4 does not appear in the clauses (a; 0- ¢4 O-cy 0-0) and (ay, Ocg O-cq O=-0). Similarly for G4- G,
and by inFig. 3.8 for G; - Gg and by in Fig. 3.b; and for Gg— Gg and b, in Fig. 3.b.

7. Results

The experiments were conducted on a Dell OptiPlex GX260 having a 3.06-GHz Intel Pentium 4 with a512-KB on-
chip L2-cache, 2 GB of physical memory, and running Red Hat Linux 9.0. The tool flow, consisting of the term-level
symbolic smulator TLSIm [96] and an extended version of the decision procedure EV C [96], was combined with the
SAT-solver siege v4 [74]—an improved version of siege_vO0, one of the top performers in the 2003 SAT competition
[59]. In EVC, equations between term variables were encoded with new €; Boolean variables [33], while transitivity
of eguality was enforced as described in [19]. The abstraction function—mapping an implementation state to an
equivalent specification state—was computed by using the ideas in controlled flushing [21]: the instructions in the
ROB were not allowed to advance, thus reducing the ambiguity of the instruction flow; the ALUs were made to deter-
ministically compute the results of Reservation Stations with ready operands; and the i"" ROB entry was allowed to
write its result to the Register File in the i cycle of the abstraction function, i.e., in the latest cycle when that result
could be computed. The processor used in the experiments had 6 ROB entries, 6 Reservation Stations, 2 data oper-
ands per instruction, and could issue and retire up to 2 instructions per cycle—the same numbers as in the PowerPC
750 [42]. Theinvariance check of all constraintstook 12 seconds, if they were verified in sequence, one constraint at
atime, but much longer if verified monolithically. Most of the bugs, made when designing the correct processor, were
detected by just checking invariance of the constraints. The discussion next is about the formal verification of safety
of the correct model—that 1 step of this dual-issue model correspondsto O, or 1, or 2 steps of its specification. Safety
was checked with the commutative correctness diagram used in [20][93][94][98].

Table 1 shows the results from formal verification with the necessary invariant constraints. The “old” trandation
to CNF is without preserving the ITE-tree structure of equation arguments when eliminating equations, but using a
disunction of conjunctions. “# Runs’ is the number of matchings when some or al of the ROB entries are matched
with Reservation Stations to produce the results for those ROB entries—e.g., 720 runs (6!) when each of the 6 ROB
entries is matched with a different one of the 6 Reservation Stations. With the old translation to CNF, and without
case splits to enumerate matchings, siege v4 did not finish in 168 hours (1 week). Using the old trandation, and
matching all 6 ROB entries with reservation stations for a total of 720 runs, resulted in average SAT time of 644 sec-
onds per run. Merging only ITE-trees[102] reduced the average SAT timeto 181 seconds per run. Merging I TE-trees
with one level of their leaves [102] further reduced the average SAT time to 102 seconds per run. And merging I TE-
trees with 2 levels of leaves (see Sect. 6) resulted in average SAT time of 20 seconds per run, i.e., speedup of 5x rela-
tive to translation by merging I TE-trees with 1 level of leaves, 9x relative to translation by merging only ITE-trees,
and 32x relative to the old translation from EUFM to CNF. Furthermore, if 720 CPUs are available for parallel runs
of the tool flow, we can complete al the runs in 55 seconds (the maximum time for a run), resulting in 2 orders of
magnitude speedup relative to the sequential execution time of 14,400 seconds for all runson 1 CPU. The CNF for-
mulas obtained with the old translation are available as[103]

Additiona experiments were conducted to determine the optimum number of ROB entries to match with Reser-
vation Stations in order to minimize the SAT time with sequentia runs. That number was found to be 4, requiring 360
runs, and resulting in average time per run of 39 seconds, total sequential time of 14,198 seconds, and maximum time
per run of 104 seconds. (The table of resultsis not shown for lack of space.) Further experiments were used to explore
the benefit from additional invariant constraints (also not presented for lack of space) that are not necessary for the
formal verification, but reduce the solution space. They did not make a difference, if the formal verification was
decomposed sufficiently by matching 4, 5, or 6 ROB entries with Reservation Stations, although resulting in an order
of magnitude speedup if fewer ROB entries were matched with Reservation Stations. Without matching any of the
ROB entries with Reservation Stations, and so executing a single monolithic run, the new translation to CNF—merg-
ing ITE-trees with 2 levels of leaves—required more than 24 hours, regardless of the use of extra invariant con-
straints.



#ROB Average Formula Statistics Total SAT Time[sec]
Trandation MEgtt;]fd # Average AVSeArCal'ge With With
to CNE with RUNS Boglean QNF CNF QNF Literals Time Sequlatntial Pargllel
Reservation Variables | Variables | Clauses | Literals per [seq] RuNS RUNS
Sations Clause
old 0 1 323 64,627 | 871,053 | 2,497,863 2.868|| >168h >168h | >168h
old 6 720 323 47,136 | 612,784 | 1,757,288 2.868 644 463,680 872
merge I TE-trees 6 720 323 15,909 | 185,572 961,451 5.181 181 130,320 272
mergel| TE-treeswith 6 720 323 12,543 | 178,840 | 1,138,421 6.366 102 73,440 223
1level of leaves (20.4 h)
mergel| TE-treeswith 6 720 323 12,410 | 178,574 | 1,141,377 6.392 20 14,400 55
2 levels of leaves (4h)

Table 1. Results from formal verification of safety with the necessary invariant constraints.

The speedup from the new translation to CNF is due to the structure of the given class of Boolean formulas.
When formally verifying models with in-order execution, the Boolean formulas do not have I TE-trees where many
first- and second-level leaves have fanout count of 1, and so the new translation could not be applied many times.

Merging I TE-trees with their first-level leaves that have fanout count greater than 1, slowed the SAT-solving by
up to 40x [102]. Merging I TE-trees with 3 and more levels of leaves, each with fanout count of 1, resulted in worse
performance compared to merging | TE-trees with 2 levels of leaves, indicating that the optimal performance for the
given class of Boolean formulas is achieved by merging I TE-trees with 2 levels of their leaves.

8. Discussion

The benefits from merging I TE-trees with their leaves include: 1) Reduced variables and clauses—relative to con-
ventional CNF trandlation where each ITE is translated separately—but possibly increased literals. 2) Reduced solu-
tion space—fewer CNF variables allow a SAT-solver to make fewer decisions when evaluating a formula; removing
the unimportant variables—representing signals inside | TE-trees—improves the efficiency of the search, allowing a
SAT-solver to make decisions only based on important variables that control the branching in I TE-trees, or are leaves
of ITE-trees. 3) Reduced BCP—eliminating intermediate variables for outputs of ITEs inside a tree, allows a SAT-
solver to quickly propagate the value of an ITE-tree leaf to the tree output; if the literals increase, the BCP will also
increase, but the benefits from reduced variables and clauses more than offset this in the experiments; BCP takes up
to 90% of the SAT time [68]. 4) Automatic use of signal unobservability—the clauses, introduced for each path in
an I TE-tree, become satisfied as soon as an I TE-controlling signal selects another path, alowing a SAT-solver more
freedom in assigning values to unobservable [25][76] signals. 5) Reduced L 2-cache misses—the fewer variables and
clauses result in smaller CNF file sizes, and more succinctly represent the solution space, allowing the clauses for the
active portion of the search to better fit in the L2 cache; a so, the average number of literals per clause increases, and
since the literals for a clause are situated in contiguous memory locations, SAT-solvers can better exploit the spacial
locality of memory accesses [38]; big CNFs result in high L2-cache misses, and thus decrease the performance of
SAT-solvers[108]. 6) Guiding the SAT-solver branching—each path, passing through an I TE-tree and its leaves, is
due to a different symbolic-execution trace, so that by representing each path as clauses without intermediate CNF
variables, we point the SAT-solver toward processing one symbolic-execution trace at a time, and make it easier for
the SAT-solver to prune infeasible paths whose clauses contain CNF variables with complemented values.

Sheeran and StAlmarck [82] found that optimal performance of Stalmarck’s method [83] on many formulas from
formal verification is achieved when the dilemma rule—exploring all possible assignments to a set of Boolean vari-
ables, and deducing constraints for the solution space—is applied to either 0 or 1 Boolean variables at atime. The
corresponding conclusion from Sect. 7 is that best was the strategy to merge I TE-trees with 2 levels of leaves. The
two conclusions indicate that different classes of Boolean formulas require different levels of SAT-solver branching
to achieve optimal learning and optimal SAT-solver performance.

Additional speedup can be expected if siege v4 is extended into an incremental SAT-solver, such as
[27][28][105], where constraints (in the current paper case splits matching ROB entries with Reservation Stations)
are added to the CNF formula incrementally, one constraint at a time. For each constraint, if the formulais proved
unsatisfiable, the constraint is removed from the clause database, and so are any conflict clauses triggered by that
constraint; however, conflict clauses that apply to the solution space without the constraint are kept, so that the effort
for deriving them is amortized across the processing of many constraints.



9. Related Work on SAT and EUFM Decision Procedures

Gupta et a. [35] were first to implement a circuit-based SAT-solver that uses structural information to identify gates
with unobservable outputs and remove the clauses for those gates, aslong as the gates remain unobservable. Novikov
[69] exploited signal observability when deriving relations between CNF variables, by branching on up to 5 CNF
variables, recording the resulting binary values for other variables, but keeping don’t-cares for variables that do not
get a binary value, and then extracting compact relations that hold in all assignments not leading to a conflict. Other
circuit-based SAT-solvers identify signals with equal or complemented values in order to prune the solution space
[52][62][70], or use ahybrid representation of Boolean circuits[32][ 70]—gate-level for the circuit, and CNF for con-
straints and learnt clauses. Franco et al. [31] present a circuit-based SAT-solver that uses BDDs [17] in its decision
heuristic, and was faster than Chaff [68] on formulas from Bounded Model Checking, but slower on formulas from
EUFM-based formal verification of processors with in-order execution. Theoretical results about circuit-based SAT
algorithms are presented in [2][16]. Hong et d. [39] used don’t-cares to minimize BDDs.

Kautz et a. [10][75] used depth-first traversal of a pebbling graph in order to generate a partia branching
sequence, defining CNF-variable assignments to be made by a SAT-solver when beginning to process the CNF for-
mula for that graph, thus guiding the search towards a solution. Reda et al. [ 73] used BDD-variable ordering heuris-
tics to derive a CNF-variable decision order for SAT-solving CNFs of circuits. To reduce the cost of BCP, Bingham
and Hu [13] compiled Boolean formulas to programs, and simulated the resulting code with random vectors. Addi-
tional code was generated to identify input patterns that will produce the same output value as the current vector, thus
pruning the solution space.

Variations of Tseitin's transformations [87] were used in [9][14][26][29][49][71], and Larrabee [57] was first to
apply them to testing of circuits, but none of these authors used transformations for I TE-trees. Kuehimann et al. [52]
represented Boolean circuits in terms of 2-input AND gates and inverters, and transformed groups of 3 connected
AND gates, one driven by the other two, into a canonical form by accounting for inverters at gate inputs.

Algebraic simplifications for CNF [7][15][24][58][61][63][65] require long processing times for big formulas.
Three of those methods [15][63][65], as well as techniques for CNF variable ordering by minimizing the cut-width
[3][104] (see dso [23]), were applied to ssimpler formulas from formal verification of processors [98], but took long
time, and did not accelerate the SAT-solving. However, deriving the direct and indirect implications, as well as the
extended backward implications [109], between pairs of signals, and adding those implications as 2-literal clausesto
the CNFs from conventiona translation, resulted in orders of magnitude speedup [6]. Using multiple parallel runs of
a SAT-solver with different decision heuristics [80], or with different translations from EUFM to propositional logic
[98], and stopping when a run finds a solution, reduced the SAT time.

Burch [21] extended SV C [46], a decision procedure for EUFM, with simplifications that are based on observ-
ability don't-cares, but his method depended on manually provided case-splitting expressions, and was computation-
ally expensive even for simple benchmarks. Jones et a. [46], and Levitt and Olukotun [60] devised heuristics that
sped up SV C, but did not scale for complex formulas and were not flexible, as observed by Barrett et al. [8].

Automatic methods for deriving invariant constraints in high-level microprocessors have been proposed
[43][56][85][86], but have not been applied to out-of-order designs with register renaming, as well as Reorder Buffer
and Reservation Stations that are completely implemented and instantiated, and are likely to run into scaling prob-
lems due to the large state spaces of such designs.

Nested ITEs were first used to eliminate uninterpreted functions and uninterpreted predicates in [91], where bit-
level functional units were abstracted with read-only instances of an Efficient Memory Model (EMM) [89][90] for
behavioral abstraction of memoriesin symbolic simulation. The EMM has been adopted in verification tools by Inno-
logic Systems [37], and Synopsys [51].

10. Conclusions

The paper studied the potential for automatic decomposition and speedup in formal verification of out-of-order super-
scalar processors, having register renaming, as well as a Reorder Buffer and Reservation Stations that are compl etely
implemented and instantiated. This isin contrast to previous approaches, where these hardware structures are manu-
ally abstracted, and the user has to set up an inductive proof over the number of Reorder Buffer entries, and possibly
manually apply symmetry reductions to decrease the number of Reservation Stations. Furthermore, and also in con-
trast to previous approaches, the Reorder Buffer was not extended with auxiliary state in order to simplify the expres-
sions resulting from the abstraction function; significant additional speedup can be expected with such approaches, at
the cost of extra manual work. The formal verification was possible due to automatically generated case-splitting
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expressions—matching Reorder Buffer entries with Reservation Stations that will compute the data operands for
those Reorder Buffer entries, and resulting in orders of magnitude speedup if many CPUs are available for parallel
runs of the tool flow. An efficient translation from the logic of EUFM to CNF—by producing more ITES, and merg-
ing ITE-trees with 2 levels of their leaves—resulted in additional 32x speedup. Future work will examine more com-
plex out-of-order processors, and will fine-tune the translation to CNF.
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